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Service Level Agreement 

Barracuda Essentals 
Barracupsda Email Secupsrity Service, Barracupsda Cloupsd Archiving Service, Office365 Backupsps

BlackIP BV will maintain the following Service Levels for Barracupsda Essentals.

Email Delivery 
This Service Level measupsres the ability to deliver email messages to or from Barracupsda’s servers. 
Barracupsda agrees that youps will be able to deliver email messages to and from Barracupsda Essentals email servers, if youps 
have pupsrchased the relevant supsbscripton, at least 99.9% of the tme each calendar month, provided however that 
downtme or oupstages related to any server on the Internet, cupsstomer premise equpsipment, transportaton of data across 
the Internet, or any periods dupsring schedupsled or emergency maintenance windows or cupsstomer-requpsested service 
interrupsptons are not inclupsded within the scope of, and are exclupsded from, this availability commitment (“Email Delivery
Commitment”).  
Additonally, the service levels will not apply to following circupsmstances: 
• To emails containing atachments that cannot be scanned (i.e., encrypted or password protected atachments).
• The implementaton by Cupsstomer of excessively complex fupsll text content policies.
• To emails sent by Cupsstomer to large external distribupston lists, which may be supsbject to serialized delivery.
• Cupsstomer or third party inability to access the primary or backupsp MX hosts servers dupse to a failing in the Internet.
• Virupsses introdupsced to Cupsstomer’s systems by Cupsstomer.
• Problems caupssed by mail servers that are not RFC-822 compliant.
• Where Cupsstomer’s email system appears to be operatng as an “open relay.”  “Open relay” means an email server 

configupsred to receive mail from an upsnknown or upsnaupsthorized third party and forward mail to recipients who are not 
upssers of that system.

Email Archiving 
Barracupsda agrees that youps will be able to archive emails to Barracupsda Essentals, if youps have pupsrchased the relevant 
supsbscripton, at least 
99.9% of the tme each calendar month, provided however that downtme or oupstages related to any server on the 
Internet, cupsstomer premise equpsipment performance or configupsraton, transportaton of data across the Internet, or any 
periods dupsring schedupsled or emergency maintenance windows or cupsstomer-requpsested service interrupsptons are not 
inclupsded within the scope of, and are exclupsded from, this availability commitment (“Email Archiving Commitment”). In 
additon to the ability to archive emails, this availability commitment also applies to the ability to access and search 
archived emails upssing the web interface, mobile apps and Oupstlook add-in that are provided by Barracupsda as part of the 
archiving solupston.

Office365 Backupsps is part of BlackIP
Oupsr general terms and conditons apply to all oupsr actvites.
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Data Backup
Barracupsda agrees that youps will be able to replicate data to Barracupsda Essentals, if youps have pupsrchased the relevant 
supsbscripton, from Office 365 Exchange Online, OneDrive for Bupssiness, or SharePoint, at least 99.9% of the tme each 
calendar month, provided however that downtme or oupstages related to any server on the Internet, cupsstomer premise 
equpsipment, transportaton of data across the Internet, or any periods dupsring schedupsled or emergency maintenance 
windows or cupsstomer-requpsested service interrupsptons are not inclupsded within the scope of, and are exclupsded from, this 
availability commitment (“Data Backupsp Commitment”).  

Web Access
Barracupsda agrees that youps will be able to access the management console for any of the services of Barracupsda 
Essentals, at least 99.9% of the tme each calendar month, provided however that downtme or oupstages related to any 
server on the Internet, cupsstomer premise equpsipment, transportaton of data across the Internet, or any periods dupsring 
schedupsled or emergency maintenance windows or cupsstomerrequpsested service interrupsptons are not inclupsded within the 
scope of, and are exclupsded from, this availability commitment (“Web Uptme Commitment”). 

1. Credit Request Process and Service Credits
Any service-impactng conditon that youps experience mupsst be reported within twenty-foupsr (24) houpsrs to BlackIP BV, and,
if requpsired by BlackIP BV, youps mupsst provide BlackIP BV Supspport with access to youpsr service accoupsnt and on-premises 
Barracupsda Networks equpsipment. For the pupsrpose of calcupslatng the amoupsnt of excess downtme, over the relevant 
Commitment, the downtme does not begin upsntl youps report the service-impactng conditon to BlackIP Supspport. In 
order to claim a refupsnd, youps mupsst requpsest supsch refupsnd within ten (10) days afer the end of the month in which the 
relevant Commitment was not met. 
In case BlackIP BV does not meet the Commitments oupstlined above, for any of the services in Barracupsda Essentals, the 
cupsstomer can requpsest for a service credit, following the following schedupsle:

Service Availability Per Calendar
Month

Credit of Fee for the Afected
Month 

< 99.9% bupst >= 98% 10%

< 98% bupst >= 97% 20 %

< 97% bupst >= 96% 30%

< 96% 40%

To receive a credit upsnder this Secton, Cupsstomer mupsst supsbmit a credit requpsest to sales@blackip.nl. A credit requpsest will 
inclupsde details and dates of the relevant anomalies. Supsbject to verificaton by BlackIP BV, BlackIP BV will apply the 
appropriate credit and notfy Cupsstomer accordingly. The credits set forth in the table above are applicable on a per 
incident basis. Notwithstanding the foregoing, BlackIP BV maximupsm accupsmupslatve liability to Cupsstomer upsnder this 
Agreement in any calendar month shall be no more than 100% of the fees paid by Cupsstomer for the applicable month.

Office365 Backupsps is part of BlackIP
Oupsr general terms and conditons apply to all oupsr actvites.
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2. Service Level Conditons
Service Levels will not apply to the following circupsmstances:

• Dupsring any trial periods, periods of planned maintenance, periods of non-availability dupse to a force majeupsre 
event, or periods of supsspension of Service by Barracupsda in accordance with this Agreement.

• Cupsstomer is not upssing the Services in accordance with the Docupsmentaton (inclupsding the best practce 
implementaton policies therein) as well as reasonable upssage allowances. The reasonable upssage limit for Services
which inclupsde archiving, joupsrnaling or SMS messaging is three tmes the typical average upsser (as per internal 
benchmarks).

• Cupsstomer is not upssing the Services in accordance with the Produpsct Terms located at 
htps://www.barracupsda.com/legal/ produpsct-terms, and inclupsding the Cloupsd Service Terms located at 
htps://www.barracupsda.com/legal/cloupsd-service-terms.

• A denial of service atack from a third party or Cupsstomer caupsses a denial of service atack to occupsr (or any similar
event).

3. Technical Support
BlackIP BV will provide the following 5x8 technical supspport (“Technical Supspport”) in connecton with the Services. 
BlackIP BV will work diligently to resolve requpsests as soon as reasonably possible. BlackIP BV will log all supspport 
requpsests, upsse all reasonable endeavors to provide a resolupston. BlackIP BV may elect to provide a workaroupsnd as a 
resolupston. 

4. Contacts
Cupsstomer will nominate specific people as supspport contacts (“Designated Contacts”), whose details will be registered 
with BlackIP BV. The Designated Contacts may be amended by Cupsstomer upspon writen notce to BlackIP BV. Cupsstomer is 
requpsired to ensupsre that the Designated Contacts are and contnupse to be fupslly trained on all the licensed Services upssing 
web-based training provided by BlackIP BV. Designated Contacts will perform the following: 
• Carry oupst inital analysis and atempt to replicate the problem in an efort to resolve simple end upsser-type errors. 

They will co-ordinate the gathering of relevant informaton from the end-upssers, compupster room operators, system 
managers in order to diagnose reported problems.

• Distngupsish between normal and abnormal operaton of the Services;i accupsrately describe symptoms of repeatable 
problems.

• Notfy BlackIP BV of problem situpsatons upssing agreed procedupsres if the problem cannot be resolved afer the inital 
analysis.

BlackIP BV will provide and maintain applicable contact informaton to enable Cupsstomer to contact the technical 
supspport team for the Applicable Region. 

Office365 Backupsps is part of BlackIP
Oupsr general terms and conditons apply to all oupsr actvites.
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